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rewrite flag[T]Iiflag

last [TTlapache[ITILIIIITrewrite[

break TTTTTTTTTIITIIITITITIIIN

redirect [[IBO2[TTTITIIITIIITIITITVRLIT]
permanent [TBO1ITITIIIITIITIITITIVRLIIT]

Hwhe

[Mlastbreak MURITTITHTITITITIIT I aliasOTITlastTL[Tiroxy_pass[ITIITITbreakITLastITTTrew

NginxRewrite

1.break

[IIITlserver,location,if;

T T  Trewrite[ TT]

2.if

[(IIITIserver,location

T A O O TSSO 00




location /CMS/ {##IICMS[IIIINlocation

if ($request uri ~ "CMS/was") { ##II100 CMS/was [TTTIIITL (IT1D)
proxy pass http: //10. 1. 1. 247,
break; ##break[]]

}

if ($request uri ~ "CMS/Evaluate. action") { ##[I
proxy pass http: //10. 1. 1. 247,
break;

}

rewite ”~ http: //www. baidu. com/; ##CMS[TTTIITIIIIIIL]

3.return

[ITreturncode ;

[IIIIserver,location,if;

location ~ . *\.(sh|bash)?$ {
return 403;

4.rewrite

[(ITrewriteregex replacement flag
(IT1Tserver,location,if

OV R O O O O O O O

if( $host ~* www\. (. *) ) {
set $host without www $1;

rewite ~(.*)$ http://$host without www$lpermanent;

5.Set

[IIsetvariable value ; [ITT]:none; [IT][Iserver,location,if;

O T T T T T T T




set$varname "hello world";

6.Uninitialized _variable _warn

(ITuninitialized_variable_warnon|off

[(IIITlhttp,server,location,if

IIIINglnx| Rewrite

1. html

if( !-e $request filename )

{

rewite ~/(.*)$ index. htmllast;

2. [/123456/xxxx ====> [/xxxx?id=123456

rewrite ~/(\d+) /(. +)/ /$2?id=$1 last;

3. 1= /ie

if( $http user agent ~ MSIE)
{

rewite ~(.*)$ /ie/$1 break;

4.

location ~ ~/(cron| templates) /

{
deny all;

break;



5. /data

location ~ ~/data

{
deny all;

6. .sh,.flv,.mp3

location ~ . *\.(sh| flv| mp3)$

{
return 403;

7.

location ~ . *\.(gif| jpg| jpeg| png| bmp| swf) $
{

expires 30d;

}
location ~ . *\.(js|css)$
{
expires 1h;
}

8.[ffavicon.ico[Jrobots.txt

[ITfavicon.ico[199[] robots.txt[J7[TTTTK¥ 041111

location ~( favicon. ico) {
log not found off;
expires 99d;
break;

}

location ~(robots. txt) {
log not found off;

expires 7d;




break;

0. (111600

location "~~ /html/scripts/loadhead 1. js {

access log off;
root /opt/lampp/htdocs/web;
expires 600;

break;

10.

(IDreturn412 [JITThttpIITTTTA O3 TIIITIITIII

rewrite ~/ http: //img. linuxidc. net/leech. gif; //OI1ITIIN
access log off; //OITIIIIII
expires 3d //[ITBIIIII

location ~*”~ +\. (jpg| jpeq| gif| png| swf| rar| zip| css| js)$ {
valid referers none blocked *.linuxidc. com*. linuxidc. net localhost 208. 97.167. 194,
if ($invalid referer) {
rewrite ~/ http: //img. linuxidc. net/leech. gif;
return 412;
break;
}
access log off;
root /opt/lampp/htdocs/web;
expires 3d;
break;

}

11. ip

root /opt/htdocs/www;
allow 208.97.167.194;
allow 222.33.1.2;



allow 231.152.49. 4;
deny all;
auth basic “Cl1G_ADMIN”;

auth basic user file htpasswd;

12. Seo

/job-123-456-789. html [J)/job/123/456/789. html

rewrite”/job-([0-9]+)-([0-9]+)-([0-9]+)\. html$ /job/$1/$2/jobshow $3. html last;

14. 2

[Yshanghaijob/ [1] /area/shanghai/
ITastIpermanent[ITIIIIIIITV location/shanghai/
rewite ~/([0-9a-z]+)job/(.*)$ /area/$1l/$2last;
I TV shanghai [TT111]

rewrite ~/([0-9a-z]+)job$ /area/$1/ last;
rewite "~/([0-9a-z]+)job/(.*)$ /area/$1l/$21last;

(I¥shanghai [T

0 /list 1. html[QI]IV/area/shanghia/list 1. html[J])/1list 1. html, [ITI11T]
(LTI

(-d $request_filename) [TITTITITIITITIITY ewrite[TITITIITT]

if (-d $request filename){

rewrite ~/(.*)([~/]1)$ http: //$host/$1$2/permanent;

}

(I

rewrite /([ 0-9a-z]+)job$ /$1ljob/permanent;

rewite ~/([0-9a-z]+)job/(.*)$ /area/$1/$2last;

15.

server{
listen 80;
server name jump. linuxidc. com;
index index. html index. htm index. php;
root /opt/lampp/htdocs/www;

rewrite ~/ http: //www. linuxidc. com/;



access log off;

16.

server name www. lLinuxidc. com www. linuxidc. net;
index index. html index. htm index. php;

root /opt/lampp/htdocs;

if ($host ~ "linuxidc\.net") {

rewite ~(.*) http: //www. linuxidc. com$lpermanent;

}
arg PARAMETER #TIITTGETIIIITIITPARAME TERIIT]
args #{ITIIIIIIIX GET) [IIIIIifoo=123&bar=blahblah;

binary remote addr #ITTIITIT

body bytes sent # T Thody ITITITITITITITITITITITI
content length #[ITI1Content- length[IT]

content type #1111 Content- Type[ll]

cookie COOKIE #cookie COOKIE[TTT]

document root #{TII¥r oot [IIIIII

document uri #uri[l1]
host AT
hostname #Set to themachine’s hostname as returned by gethostname

http HEADER
is_args #[ITar gs (T 7 000" (10
http user agent #1Thgent[[]

http cookie #ITcookie[T]
limit rate #OTTTIITIITIT]
query string #rgs[11]

request _body file #TTTTTITITITITIT]
request method #ITIIIIIIIIIGETPOSTQ

remote addr #[IIIIPID

remote port #IITIT1

remote user #T1TAuth Basic Module[IIIIIT]
request_completion #TTTTITIITOK. OTITITITITITTITTITITIT Empty) O

request method #GET[POST



request filename #[ITIIITTIITroot[aliasITURIIII]

request uri #ITTTIITTURIITIIIIIIL' /foo/bar. php?arg=baz” [T1111]
scheme #FHTTPIIThttphttpsI]

server protocol #HITITIITIITHTTP /1. O[HTTP/1. 1]

server addr H#TTTTTTTIIT IO

server name #1111

server port #TTTTIIIIIT

Apache[INginx

Apache[RewriteCond[ITNginx[fif
Apache[RewriteRule[INginx[fewrite
Apache[] Rl [INginx[fedirect
Apache[] P] [INginx[last
Apache[I R, L1 [INginx[fedirect
Apache[] P, L] [INginx[llast
Apache[] PT, L] [INginx[last

T Twww. linuxidc.net

Apache:

RewriteCond %{HTTP_HOST} ! ~(.*?)\. aaa\. com$[ NC]
RewriteCond %{HTTP_HOST} ! “localhost$
RewriteCond S{HTTP HOST}! ~192\. 168\. O\. (. *?)$
RewriteRule */(.*)$ http: //www. linuxidc. net[R, L]

Nginx[TTT:k

if( $host ~* ~(. *)\.aaa\. com$ )

{
set $allowHost ‘1’;
}
if( $host ~* ~localhost )
{
set $allowHost ‘1';
}
if( $host ~* ~192\.168\.1\.(.*?)$ )
{

set $allowHost “1';



if( $allowHost '~ ‘1" )

{

rewrite ~/(.*)$ http: //www. linuxidc. netredirect ;
}
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