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L1 L
tcp 00 TCP O T T T
udp 0 UDP MMM
http [OHTTP [(IIIIIIIIIIIIIII1] Host Header[TTT1T]
https (O HTTPS I
stcp 0 TCP MM froc T
sudp I UDP I frpc DT
xtcp I step T
tcpmux 10 TCP T T
wéléli_lllllll [ILITIITTTT]
(LI TCP I
1. 110 1P T frpesT frps.ini T fre T
[ common]
bind port = 7000
2. [TIIIIIITIITISSH [T 22 (I frec frpc.ini [T frps T IP 0 X.X.X.X[
[ common]
server addr = X. X. X. X
server port = 7000
[ ssh]
type = tcp

local ip = 127.0.0.1
local port = 22
remote port = 6000

| Locat _ip| [|tocal port||remote port TITFAITITII T TTIIIIIIIIT]

3. IO frps O frpc

4. [T SSH [TTTTTTITTTIT test(]
|ssh - oPor t=6000 test@x.x.x.x|

frp [ x. x. x. x: 6000 | ([T 22 [T



Web

IO HTTP I Web [11]

HTTP [IT111] vhost_http_por t [TITHAMRTIII I HTTP [ITI1]]

1. [Mfrps.ini [ITIIIOHTTP [I11118080(

[ common]
bind port = 7000
vhost http port = 8080

2. [Mfrpc.ini [II11] frps [|I|]local_port |.K[K|]]:|]V|custom_domains ||[[|I|]

[ common]

server addr X. X. X. X

server port = 7000

[ web]
type = http
local port = 80

custom domains = www. yourdomain. com

[ web2]
type = http
local port = 8080

custom domains = www. yourdomain2. com

3. [0 frps O frpc
4, [[www yourdomain. com| [[www yourdomain?2. com| dOA Iéi&ix. x|[|:|:|:|:|:|:|:|:|:|:|:|:|:|:|:|:|:|] CNAME [ITITIIIIIId
5. Hhttp://www.yourdomain.com:8080|[[[[ﬂhttp://www.yourdomainZ.com:8080|[[[[[[[[[]808()[[[[[D

DNS

(TTITTITIT] UDP [TTTTTT] DNS [ITTT]

DNS [TTTTTTT UDP [IT¥rp [ITTT] UDP [TTTTTTITIT TCP [IT1T]

1. frps.ini (I11T

[ common]



bind port = 7000

2. frpc.ini 110

[ common]

Xo Xo Xo X

server _addr

server port = 7000

[ dns]

type = udp
local ip = 8.8.8.8
local port = 53
remote port = 6000

(1111 Google [ DNS [ITTITITIITITIT] UDP [TITITTITT]
3. IO frps Ofrpc
4. M dig [ Y| www. baidu. com [TITTTITT]

|dig @x. X. X. X -p 6000 www.baidu.com|

Unix

(T UnixOTITITITIT] TCP T UnixITTITIIT] Docker Daemon(]

1. frps.ini (IT10J

[ common]

bind port = 7000

2. frpc.ini 110

[ common]

server _addr X X Xo X

server port = 7000

[unix domain socket]

type = tcp

remote port = 6000

plugin = unix_domain_ socket

plugin unix path = /var/run/docker. sock

3. [II1frps O frpch
4. [T curl [TIT] docker [I11J



|curl http://x.x.x.x:6000/version|

fcunuir_f le| oI |\|||| |W|L||||||
(static_file| TN HTTP (T
1. frps.ini (1110
[ common]

bind port = 7000

2. frpc.ini [II11J

[ common]

server addr

server port = 7000

[ test static file]
type = tcp
remote port = 6000

Xo Xo Xo X

plugin = static file

# [T

plugin local path = /tmp/file

# 111 URL I

plugin strip prefix = static

plugin http user =
plugin http passwd

3. IO frps Ofrpc

abc

= abc

4. [Inttp: //x. x. x. x: 6000/static/| [| /tmp/file| ITTITIITIITIITIITIIIT]

HTTP

HTTPS

[https2http | (ITIO HTTP [T HTTPS [IIIT

1. frps.ini (I11T

[ common]

bind port = 7000

2. frpc.ini [I111J

[ common]



server _addr X X Xo X

server port = 7000

[ test htts2http]
type = https

custom domains = test. yourdomain. com

plugin = https2http
plugin local addr = 127.0. 0. 1: 80

# HTTPS [III110
plugin crt path

. /server.crt

plugin key path . /server. key

127.0.0.1

plugin host header rewrite

plugin header X-From-Where = frp

3. [0 frps [Ofrpc
4. [https: //test. yourdomain. com|[]

LR LT SSH [TTTT]

[step(secret tep) MM frpc (1]

1. frps.ini (1111

[ common]

bind port = 7000

2. [T frpc T

[ common]

Xo X Xo X

7000

server addr

server port

[ secret ssh]

type = stcp

# [0 sk I
sk = abcdefg

local ip = 127.0.0.1
local port = 22



3. MM frpcdITITI

[ common]

server _addr X X Xo X

server port = 7000

[secret ssh visitor]
type = stcp

# stcp [II0

role = visitor

# [I11] stcp 1T

server name = secret ssh
sk = abcdefg

# [IIIIIIIT0 SSH M

bind addr 127.0.0.1
6000

bind port

4. [T SSH [T test(
|ssh - oPort=6000 test@l27.0.0.1|

FER +:“Tﬂ?ﬂilﬂIIIIIIIIIIIII[[[[[D

[ stcp| IO frpe TN

[T s tep [T NAT 10

1. frps.ini (ITTTTTTTTTIIIT UDP [TTTITTTTTITITT

[ common]
bind port = 7000
bind udp port = 7000

2. [T frpc T

[ common]

server addr X. X. X. X

server port = 7000

[p2p ssh]

type = xtcp

# [0 sk MO
sk = abcdefg

local ip = 127.0.0.1



local port = 22

3. I frecdITIIT]

[ common]

server _addr X X Xo X

server port = 7000

[p2p ssh visitor]
type = xtcp

# xtcp 10

role = visitor

# 111 xtcp 1T
server name = p2p ssh
sk = abcdefg

# [T ssh [
bind addr 127.0.0.1
6000

bind port

4. [11SSH [TITITIITITIT] test
|ssh - oPort=6000 test@l27.0.0.1|

g

E]nl dddr gflring %IIID %.O 0
bind_port int 1111 7000
bind_udp_port int 111 UDP M 0
kcp_bind_port int 111 KCP 10 0
proxy_bind_addr string [TTTT1] [ bind_addr
log_file string 11110 Jfrps.log
log_level string (L info
log_max_days int 111111 3
disable_log_color = bool [(IITTTIIIITT false
detailed_errors_to_clieodl I true

heart_beat_timeout int
user_conn_timeout int

udp_packet_size int

(T 90

U 10

(J UDP [T 1500

F

trace, debug,
info, warn, error

m

M frpc 0T

(110 P2P [
ITTT KCP 11 frpc
(T

(IITT] console[ITTIT]



L L
tls_cert file string

tls_key file string

tls_trusted_ca_file = string

1 L
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=

Q)

authenticate_heartbdzis|

authenticate_new_wdrdokonns

token string
oidc_issuer string
oidc_audience string

oidc_skip_expiry_chebkol

oidc_skip_issuer_chedtlool

N i
allow_ports string
max_pool_count int

max_ports_per_clientint

tls_only bool

Dashboard,

L LL
dashboard_addr string
dashboard _port int
dashboard_user string

dashboard_pwd string
enable_prometheus bool

asserts_dir string

HTTP & HTTPS

LL L
vhost_http_port int

vhost_https_port int

L (NN
TLS [T

TLS I

TLS CA 11T

N NN
I token
I false
(I false
[II11] token [

oidc_issuer

oidc_audience
oidc_skip_expiry_check

oidc_skip_issuer_check

g

]

I

III1T] 5
[HERERNRNRNNRERERN
[IIII0 TLS 1110 false

I L

[ Dashboard [TTIT]10.0.0.0
[T Dashboard [TTITITP
HTTP BasicAuth [IT

HTTP BasicAuth [T]

[II1] Prometheus [T]Tfalse

IT10

g

LLLJ
token, oidc
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g
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4000
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(IO HTTP I

IO HTTPS [ITTIT



LL]

vhost_http_timeout

subdomain_host

custom_404_page

TCPMUX

LL

m

int

string

string

L

tcpmux_httpconnectiport

seryed ajddr

server_port

http_proxy

log_file

log_level

log_max_days
disable_log_color

pool_count

user

dns_server

login_fail_exit

protocol

tls_enable
tls_cert_file
tls_key_file
tls_trusted_ca_file
tls_server_name

heartbeat_interval

L
string

int

string

string

string

int

bool

int

string

string

bool

string

bool

string
string
string
string

int

L1 LI
HTTP [ITII1110 60
ResponseHeader [T[T]
RNNRN

(I 404 111D

NN [N
JTCPMUX [ITTITIIT] O

N [N
(IITITT 0.0.0.0
[T 7000
(T

11111 ./frpc.log
[T info
(IITITT 3
OTTTITTTTIT false
(11T 0
n

11 DNS 1111

I true
(IITITTIT] tep
[MTLS 0111 false
TLS 111111

TLS OIIIIT1T]

TLS CA 1111

TLS Server [I]

(CITITTTTIITT] 30

o m
[ w
(III11] TCPMUX [I1T
NN [
1n
{protocol}://user:pi
protocol 1171

httpsocks5[ntim

(IIT1] console[ITTIT]

trace, debug,
info, warn, error

(LTI

{user}.{proxyNam:

(ITTIITIT] DNS [OT11

tcp, kep,
websocket

(I11T] server_addr



L L
heartbeat_timeout int

udp_packet_size int
start string
- _

1 L
utI'eI|ti Cation_methetting

Q)

authenticate_heartbdzis|

authenticate_new_wdrdokonns

token string
oidc_client_id string
oidc_client_secret = string
oidc_audience string

oidc_token_endpointstiring

Ul

L L1
admin_addr string
admin_port int
admin_user string
admin_pwd string
asserts_dir string
fro [T

type string

use_encryption = bool

use_compression bool

proxy_protocol_vestiing

bandwidth_limit string

0 _
EERRRNRNERN 90

(0 UDP [OTTIITTIIT] - 1500

LI LLLJ
token token, oidc

(IITITT

N

I

I false
(I false
[II11] token [
oidc_client_id
oidc_client_secret
oidc_audience

oidc_token_endpoint_url

N L
[ AdminUl [ITI111] 0.0.0.0

g

[MDAdminUl (ITTI1110 O
HTTP BasicAuth [TT

HTTP BasicAuth [T]

HI1T0

m LI [N am

1 0 tcp, udp, http,
https, stcp,

tep ps, stcp

sudp, xtcp,
tcpmux

(1111 0 false

HERRERND] O false

[ proxy 0 vl, v2

protocol [IT1T]

1T proxy (T [

Eﬂjﬂi‘lﬂ plugin | [] plugin [[l local ip lI[[[I]
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local_ip

local_port

plugin

plugin_params

group_key

E

LELLITTTT™

health_check_tyoe

string

int

string

map

string
string

string

health_check_tirneout_sint

health_check_max_failedht

health_check_interval_sint

health_check_url

TCP

LLI

remote_port

UDP

LL]
remote_port

HTTP

=

=

string

int

int

{roip

OIITIITKO)

ERRRRE(u)

QI HTTP M

|custom_domains| ﬂsubdomain| [TTTTTTITTITITTdITTId

m

custom_domains

m

[Istring
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0 3
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0
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E
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tcp, http
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[T local_ip

011 frpc 0TI
local_ip 0

local_port [TTTTT

map [ITkey [T1T]
"plugin_" [ITTTT]
plugin [IIIITIIIT

M
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il
health_check_ty

(I httpITITIITT
"/health"

L
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local_ip:local_po

L1
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L
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QO HTTP 1110 Hc
custom_domains



L m L L N NN
(111 g
subdomain string custom_domains
IIIIIT)
locations [Istring URL [IT1TJ 0
http_user string [ :
http_pwd string M i
host_header_rewrite string [ Host header []
i
headers map [ header
|custom7domains| []subdomain| [TTTTTTIT I
m m ] L N NN
(I
custom_domains [Istring (0 subdomain [TITIIT)
(11
O
subdomain string custom_domains
(IIT1T)
m m I LI NN NN
role string m O server server,visitor
sk string m 0
N m i LI (N NN
role string 1 0 server server,visitor
sk string m O
m m I L N NN
role string m O server server,visitor

n_nos

HeER=H

(COTTITTTITITTIIT

T HT
Auth [TTTT1T]

1] http_user [T]
IITIIO HTTP

map [ key [IT1T
header []

key[value [TTTTT

L
1

vhost_http_port
QO HTTP [I11J Hc
custom_domains
NN NNNNNNRNNEEN
0
custom_domains
NERNNRRNNRRNNNN]
subdomain_host
NERRNRENN

[WN]
server [[TIITvisi
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L
server [[IIITvisi
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